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ABSTRACT: Plagiarism and Intellectual Property Rights (IPR) Violations have become a serious concern for many institutions and organisations. The revolutionary development of the Web presents numerous opportunities for such infringements to become even more widespread. This situation poses a variety of threats both on the individual level by introducing a ‘culture of mediocrity’ and at a global level in producing a disproportionate power-shift. This paper delves on these issues and proposes means of addressing the concerns both through institutional efforts and by applying viable technological solutions.

Introduction

The Web is currently expanding at such a rapid pace, that it becomes a challenge to establish the novelty of contents and artefacts. Web contents are being created, exchanged and transferred at lighting speeds to make it even tougher to detect the degree of originality of contents. Plagiarism and Intellectual Property Rights (IPR) violations are thus concerns that plague many institutions and organisations. For example, educational institutions need to validate the calibre of their students by assessing their academic or literary contributions. Organisations on the other hand need to ascertain the novelty of the articulation and explication of knowledge expressions. Incentive schemes are then formulated to recognise the ability to publish or produce original works.  

Plagiarism relates to the theft or borrowing of published work without the proper attribution or acknowledgement of source. We define 
Plagiarism as the use of material (text, pictures, movies, etc.) without the exact specification of source; be it in unchanged form or in some kind of derivative.  IPR violation however involves the usage or exploitation of works, transgressing the boundaries of its stipulated protection. IPR violations constitute the illegal use of material or derivations thereof; be it referenced or not referenced. We view both as violations of acceptable code of conduct and professional ethics. In this paper we treat them together as they are closely related and often lead to on another. As plagiarism is more prevalent, it has therefore been thoroughly deliberated in the academic domain.  IPR violation, on the other hand, is treated much more seriously as it has a direct impact on revenues of organisations. This paper highlights adverse implications, calling for an immediate response to overcome imminent dangers and threats.
Although Plagiarism and IPR violations are not a new phenomenon, the new media, particularly the internet is effectively taking it to far greater heights. Beyond print media, infringements can now occur in all types of digitised forms, including volatile forms such as SMS, Chat and Mail. This makes the comprehensive addressing of plagiarism and IPR violation much more challenging.  

This paper starts off by discussing the forms of plagiarism in the light of current developments. The web has brought about an environment for ‘rapid generation of publications’ mainly through the instantaneous access to myriad sources of information. We then discuss the implications of such a phenomenon on the quality of ‘creative thinking and writing’ and its ensuing effect on the quality of life. The control over Web Search and its unlimited mining capabilities puts at the hands of few, the power to represent and characterise reality to influence the lives of millions1. The immense impact of the Web and a resulting culture poses many more dangers than foreseeable 1. We then present a discussion on current tools for fighting plagiarism and IPR violations. The subsequent section proposes solutions to effectively address the issue, which includes the establishment of a European Centre for plagiarism and IPR violation, and through the application of viable technologies.

Plagiarism and IPR Violation

Plagiarism and IPR violations applies to a variety of forms such as term papers, thesis, and research papers in a university, essays and other written projects in a school as well as in all kinds of publications which includes project papers, news articles, web contents such as blogs, postings in wikis, etc.

Plagiarism is a major concern, particularly in an academic environment, where it could affect both the credibility of institutions as well as its ability to ensure quality of its graduates. Plagiarism has been constantly on the rise 2, 3, largely attributed to the Internet and web. Many students tend to take plagiarism lightly and consider a varying degree of copying to be acceptable. 4, 5
An extreme case has been presented 6, 7 whereby a student was caught for plagiarising just before he was due to receive his degree. The student who admitted to downloading Internet essays, justified himself by saying, ‘If they had pulled me up with my first essay at the beginning and warned me of the problems and consequences, it would be fair enough. But all my essays were handed back with good marks and no one spotted it.’ 6 He then went on to sue his university for not catching him earlier.
This clearly highlights the lack of responsibility on the part of students who tend to resort to the easiest means of getting work done, without due considerations of the legibility of their actions. To make the situation worst, there exists a large number of paper mills8, explicitly supporting students in preparation of term papers.  Although there are notices on some of these sites for an ethical use of their services, their services make it far too easy for students to resist. Apart from these paper mills, there are other sources of information that can be used by students; this includes search engines, web directories, Wikipedia, book reviews on online bookstores, scholarly publications, and the list goes on.

As highlighted by the Fox Times,9  ‘parents are willing to spend $75,000 in high school tuition and $120,000 for a private college, and then pay even more to ensure that their children did not learn anything’. This article is an account in the life of a professional paper writer, who has helped totally uninterested, paying students to gain high marks by producing their term papers. 

The biggest danger lies in scholarly publications of our future generations which is happening in  schools. Extensive support is now available for high-speed production of published worked. As there is no guilt consiousness and sometimes students are not aware of the ethical codes of conducts.

Plagiarism infringements are however not restricted to students; it can also implicate professors10, a college vice president11 or even a prime minister 12. Journals or conferences need to take plagiarism seriously, as papers submitted by authors, could well be largely self-plagiarised (plagiarised from their own past works)9. A ‘high degree of self-plagiarism’ implies that a major part of the paper has been published before and this could lead a journal to ‘unwittingly committing a copyright violation’. 

Though journals are concerned about plagiarism, their reason for this is mainly to protect themselves against any legal implications. The survey conducted by Enders and Hoover10, has revealed that more than 81 percent of journals in Economics did not have a formal policy regarding plagiarism. A typical journal’s copyright protection form checks mainly for authors’ ownership of rights to publish a paper, rather than to seek a claim of authorship. This allows a person other than the author to be able to publish a paper, by acquiring rights to do so.  Similarly in an academic promotion exercise, an academic is hardly ever required to make a claim of actual authorship of all listed published works. By virtue of owning the copyrights to their published works, academics are assumed to be the actual authors.

Even government and commercial organisations are mainly concerned about IPR violations and unnecessary expenditure, rather than plagiarism. A government organisation was noted to be more perturbed about the possibility of being sued for copyright violation, than in accepting the results of plagiarised works.13  Similarly, the US  federal government only takes action on plagiarism that arises from projects funded by itself 10. In other words their policies mainly protect their own intellectual property and not plagiarism at large.
The seriousness of overlooking plagiarism has been largely disregarded. E.g. the lack of deliberative actions leads to an increase in dishonesty in research. The case of Frederick Cook vs. Robert Peary illustrates the difficulty in resolving disputes, against possible fraudulent research claims.14 Plagiarism detection will thus require the support of transaction-based research records management ability to substantiate claims.

The next section highlights the severe implications of plagiarism and its impending influence on future civilisations. A deeper consideration of these implications is required, as plagiarism is becoming a widely accepted culture. 

Google Copy-Paste Syndrome

The ‘Google Copy Paste Syndrome’ (GCPS), describes a common activity whereby scientists and journalists alike perform fast, easy and usually “not diligently researched” copying, through the abduction of passages in text15. Acquiring insights is performed by ‘conveniently searching’ as opposed to a rigorous process of learning through scientific discovery. Information on the Web is often used without even considering the validity of source.

The GCPS has resulted in a proliferation of plagiarism through the widespread practice of fast and easy, instant-publications. Web mining impedes the inquiry-driven scientific process, as the answer seems to conveniently pop up, with a much lesser effort. The blind trust of naïve users upon the results of Web searches 1 further dilutes the quality of scientific discovery. This syndrome has thus endangered creative writing and thinking by de-emphasizing the need for ‘deliberate and insightful’ reasoning14. The culture expounded by this emerging phenomenon encourages mediocrity in produced creative works, as a result of the lack of due deliberation and insightful internalisation. As the global brain takes shape by providing answers to all queries, a ‘text culture without brains’14 emerges. 

The reality presented by the Web is thus taken to be a substitute for the hours that would otherwise be spent in inquiry and rationalisation. Weber15 aptly states that, ‘we are in the process of creating reality by googeling’. This statement emphasizes the utmost reliance on content warehouses such as Google and Wikipedia that many of us, particularly the younger generation subject ourselves to. 

Web search can in no way construct a valid representation of reality.  Search engines tend to intentionally or unintentionally restrict the view of users 1.  Apart from that search results are also not organised to provide an absolutely authentic recording of historical events.16  The ranking algorithm of large search engines tend to be biased towards popular sites. 

The new media has thus worsened the quality of life in many ways  as Email and emerging communicational means tend to be far too distracting, and thus people become less focussed15. A higher degree of focus is required in promoting a culture of discovery and serendipity.

Plagiarism and IPR Violation Detection

Plagiarism detection poses many problems in itself, as plagiarism does not always constitute a blatant copying of paragraphs.  There are situations where plagiarism may involve the copying of smaller chunks of content, which could further be transformed adequately to make it extremely difficult to detect. It is also possible that copied text can be translated into another language. One also has to be aware that plagiarized documents may also not always be available in digital form. There are also situations where a document is available in a digital form but it is not accessible by the detection system, e.g. document is locked up in the deep or invisible web17  or a part of the Web that can only be accessed for a fee.

There are numerous images that contain valuable information that need to be protected. A potential difficulty lies in the detection of text that is stored within a collection of images. Google for instance resorts to manual tagging of images, as a means to cluster relevant images rather than to rely on image processing techniques. Innovative approaches are required to expand detection to non-textual resources.

In reality there are always cases of innocent people being accused of plagiarism. There are also situations when plagiarism arises based on genuine negligence in recording and attributing a reference. An individual may unintentionally, miss a reference. For example in the case of the Star Tribune Plagiarism Probe18  the author was found not guilty of plagiarising the Hertzberg piece. In this case the author’s failure to distinguish between direct quotes and paraphrased ideas in a recorded transcript, had led to non-attribution. Plagiarism detection software has thus to be used with great care.

There are other considerations for plagiarism detection system. For instance, publications involving a team of researchers,13 makes it extremely difficult to ascertain plagiarism. In some area such as medicine, a long list of authors may be common. In other areas such as Computer Science, authorship may be attributed to only the main contributors of particular ideas in a paper, rather than to list the names of all research team members.  As a journal publication comprises of a collection of ideas, it will then be difficult to ascertain the ownership of individual ideas as contributed by each research team members. 
Plagiarism detection can in no way be considered a proof beyond doubt.  It is merely employed to indicate that plagiarism may have occurred! As such, if suspicion arises based on the findings of a plagiarism detection system, a manual check is always necessary to verify this.  An entirely automated plagiarism detection will result in false positives, which could be disastrous. 

When a plagiarism case is raised, the impact on the image of an individual can be devastating even if the complaint is not justified.19 There are further situations whereby authors whose works have been plagiarised choose not to take action, as it would be difficult to establish a proof. 10 Plagiarism detection software would then be required to also help innocent authors in substantiating an ownership claim to their published works. Plagiarism detection tools (and IPR violation) need to incorporate these considerations. 

Tools for Detecting Plagiarism

We present an overview of a broad range of tools that are currently available. A detailed account of a number of the tools mentioned here can be found in a survey.20 
Usual Approach

The usual approach for detecting plagiarism splits a document into a (large) set of  ‘fingerprints’. A set of fingerprint contains pieces of text that may overlaps with one another. A fingerprint is then 
used as a query to search the web or a database, in order to
toto estimate the degree of plagiarism. Most currently available software packages employ this technique.  Variations between packages are only in the fingerprints used and search engines employed.  
The advantage of this method is that it is fairly stable against the re-arranging of text.  It is however not stable against synonyms and translations. 

Denial of Plagiarism 

As mentioned in the previous section specific tools are required to address the denial of plagiarism. A Cloze procedure13 can be used to judge the likely owner of published works, when a dispute arises. Cloze works by concealing words in a document in a regular pattern.  An individual is then required to fill in the blanks, with a word that he or she considers appropriate. It has been shown that the original author of a document is more likely to get words correctly, as compared to the one who copied. 13
Stylometry
Stylometry is an attempt to analyse writing styles based on text similarity patterns. A particular text can be compared with the typical writing style of an individual based on his or her past works. Alternatively the text in a single paragraph can be compared with the overall style of writing as found throughout a paper. As opposed to the other methods mentioned, Stylometry is able detect plagiarism without the need for an external corpus of documents.21  It can be applied to detect intrinsic patterns within documents that capture style parameters that include syntactic forms, text structure as well as the usage of key terms. 21 

Manual Detection
This approach employs the manual selection of a phrase or one or more sentences representing a unique concept found in a text. This selected text is then used as a query to one or more search engines. An instructor or examiner may repeat this process a number of times, focusing and refining the query phrase in the process. Although this approach is simplistic, its potential in discovering plagiarism can be astonishing. The effectiveness of this approach depends mainly on the domain specific or contextual knowledge of a human expert in formulating meaningful queries. It is also possible that an expert knows exactly where a potential document may have been copied from, which could be used to narrow down search. The main difficulty in automating this approach fully is in having to determine the exact phrase or sentence to be used as query. Alternatively, partial automation or applying this approach in conjunction with other approaches may be explored.

Integrating Search Application Programmers Interface (API)

 A  home-grown plagiarism detection method 13 built on top of Google’s search API has surprisingly produced superior results as compared to leading software packages in the industry such as Turnitin® 22 and Mydropbox® 23.  This is mainly due to Google’s indexing of many more Web sites as compared to these plagiarism detection tools. Although there are many journals that are not freely available on the Web, most authors maintain a personal copy of their own publications on personal websites, which can then become indexed by search engines. The limitation of employing Google’s free API, has however restricted their system to 1000 queries a day. As Google does not license their Search engine, they maintain the exclusive control to numerous potential applications. This will also increase the reliance of publishers on these global search engines.

Advanced Plagiarism Detection
An essay grading system has been proposed employing Natural Language Processing techniques to build a propriety knowledge representation model.24  Model answers of teachers are then compared with student answers to determine grade assignment. This form of text analysis attempts to serve plagiarism detection on the idea (conceptual) level. This approach has so far been proven to work well on a small database producing comparable performance with human experts.

Although current plagiarism tools appear adequate, they are not able to fight against a serious plagiarist, such as a core program plagiarist25. The use of graphs has been proposed25 to illustrate data and control dependency in detecting plagiarism in software development projects. The use of such a representation of relationships makes it invariant to rearranging. This approach is analogous to one that employs conceptual dependencies in NLP applications.
A framework for the semantic characterisation of text has been proposed combining statistical analysis, machine learning together with semantic analysis.26 Their conceptual schema extraction approach comprise of two phases: base-map learning and incremental learning. This approach can be applied for plagiarism detection whereby in the first phase, a semantic model is constructed for a set of documents that represent the base-knowledge to be modeled. A second level of learning is then applied to a document to be tested for copying (incremental learning). Figure 1 illustrates a test document 26 that depicts the associated degree of similarity for each concept in the model. This approach could also be used to narrow in on a smaller set of documents, for detecting plagiarism.
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Figure 1: Illustrated Concept Level Plagiarism Detection 

What can we do?

At the heart of a plagiarism detection capability resides a system to authenticate artefacts and determine the degree of similarity between established original works and potential infringements. The benefits of possessing this capability is extremely important as the (similarity) detection technology can be adapted to other areas, such as patent databases or automated question answering! It will further avoid the reliance of publishers on global search engines.

Plagiarism detection also requires the development of an enormous database of documents and texts. This database will be used to effectively protect intellectual property rights, as well as to prevent indiscriminate copying. We propose the development of a European Centre for Plagiarism and IPR violation Detection that will be responsible for the development and maintenance of such a database together with the similarity detection capability in providing a variety of services to preserve and protect intellectual property. 

European Centre for Plagiarism and IPR violation Detection (ECPIRD 
 ) 

There is an impending need to establish the ECPIRD in coping with the emerging developments in the global scene. We propose this Centre to be set up with an initial funding of € 20 million. It is expected to eventually become self-supporting, based on the revenues generated from services offered. In addressing the issues mentioned, a good search engine for plagiarism detection will need to be implemented. A sophisticated ranking capability as found in existing search engines may not be required. Nevertheless, the research and development carried out could become the basis for a competitive search engine. 

The centre will thus maintain a workbench of detection tools that could be customised to suit a variety of applications. This workbench will include corpus independent tools, semi-automated support for manual detection, Optical Character Recognition (OCR), tools for denial of plagiarism, etc. It will be hosted on a Web Portal that serves as the front-end for the distributed plagiarism detection services offered by the ECPIRD.

This Centre would also need to be entrusted to come up with training modules to promote the scholarly and academic best-practises, to educate society to become more accountable and competent in undertaking knowledge-work.

While efforts are being carried out to form the Centre, we will need to continue to use existing tools, and to carry out further research in plagiarism detection techniques such as Stylometry research.  In the absence of sophisticated tools, the manual method serves to be an alternative. Apart from this we also propose to initiate a pilot project that will pave the way for a full-fledged plagiarism system. 
Pilot project for Distributed Plagiarism Detection

Although, search engines are emerging as powerful plagiarism detection tools, their capability is limited to the shallow Web (visible). There is a huge number of sites that are currently locked up in the deep Web, beyond the reach of search engines. In order to address this, we propose the development of specialised domain-specific plagiarism detection systems. This entails a distributed approach where we will have separate facilities for plagiarism and IPR violation detection for each area of specialisation (i.e. Computer Science, Psychology). As an example, for the area of Computer Science, a server farm can be hosted at the Graz University of Technology, Austria. There could be similar facilities established in numerous localities throughout Europe and even across the world to effectively address multiple disciplines and languages. 

Specialised ontology needs to be developed and maintained at each site for each area of specialisation. The availability of this ontology allows the capturing and encoding of domain-specific and context dependent knowledge that allows the n-depth addressing of plagiarism and IPR violation detection. This also enables the harnessing of domain knowledge to enhance the systems capability. Apart from that, the ontology provides a platform for the bottom-up construction of a multi-discipline Semantic Web. It will also facilitate the integration of distributed services towards the development of a consolidated front-end. A specialised ontology further supports the offering of personalised services based on specific needs of users. It also becomes a basis for the expansion of this system to incorporate other functionalities in future.
 This proposal also ensures that no central agency will have an exclusive control over powerful technology and all resources. In order to ensure the neutrality of content, all such facilities will need to be managed by not-for-profit agencies such as universities and public libraries.

Taking a distributed approach in the development reduces the magnitude and cost of the project to a great extent. Addressing the deep web within a particular domain helps to simplify its design. The development of a complex system becomes more sustainable as individual agencies become responsible for the maintenance of each individual distributed facility. Grants can also be distributed fairly across European countries for setting up various facilities. This pilot project has to be developed in parallel with the development of an effective software package for plagiarism and IPR violation detection.

Layered Plagiarism and IPR violation Detection 

We proposed the development of a layered plagiarism detection software which would enable a structured handling of this complex problem. This system would first highlight a theme to be extracted from the class of documents to be checked. Based on the theme, the focus of the similarity detection would be narrowed to a much smaller space (e.g. exotic plants of Borneo). The domain of the search will be used as a means to direct the processing to the most appropriate facility.

A second level of dimensionality reduction will then be applied to narrow the document space even further by employing heuristic-selection criteria (e.g. focus on recent documents only or restricted to a particular database). A further level of document space reduction can also be employed via a kind of semantic modelling. 

When a small enough subset is identified, elaborate mining can be employed to generate detailed descriptions of evidences to support a case of plagiarism, if one exists. We propose a combination of plagiarism detection methods (in the workbench) to be employed together to achieve an effective performance. 

In order to address the handling of synonyms and multilingual texts we propose an approach where each arbitrary document in Natural Language (e.g. German or Italian) is reduced into a set of a “normalized English version” terms.20  Pre-processing is first performed to remove stop words and commonly used terms. The list of terms is then reduced to set of derived standard root forms employing basic tools such as a lexicon and a Part-of-Speech (POS) tagger. Subsequently, sense disambiguation is performed to reduce the terms to singular senses, by employing a standard corpus as a reference. The derived normalised form is represented in English language and will be used as a base representation to index all documents. The advantage of employing such an approach is that publishers are more willing to supply such as “signature”, in return for an acknowledgement and assurance of a plagiarism free collection. Based on the compilation of normalised forms of documents, powerful plagiarism detection tools can be developed. Another benefit of offering their normalised collections is the additional traffic publishers will gain on their for-pay sites when such a system is in place and suspected plagiarized documents are being checked against originals.

Printed books and all text in stored images should be converted into digital images using OCR technology. This will also involve the digitisation and archiving of large collections of valuable content currently available only in printed form.
Conclusion

This paper has illustrated severe implications of plagiarism and IPR violation. Potential dangers of not addressing the issues mentioned leads to the lost of revenues due to inability to contain Intellectual property, the degradation of scientific culture and the loss of control over powerful technology. 

As such plagiarism and IPR violation detection technology becomes absolutely essential. The establishment of a European Centre for Plagiarism and IPR violation detection ensures a balanced, sustainable growth and distribution of economic and social resources. This centre will be able to pool together resources towards the development of universal Plagiarism and IPR violation detection tools for preserving and protecting both textual and non-textual resources. Revolutionary measures will then need to be designed to protect us against the impending information explosion.
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