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Zusammenfassung

Bereits in den 60er-Jahren des vorigen Jahrhunderts wurden die ersten kommerziellen
Vorldufer der RFID Technologie auf den Markt gebracht. Dennoch ermdglichten erst
die in letzter Zeit stark fallenden Preise und die voranschreitende Standardisierung den
grofiflichigen Einsatz von RFID Systemen in der Wirtschaft. Diese Entwicklung wird
von den Big Players der Retail Industrie zusétzlich vorangetrieben und bringt unsere
Gesellschaft dem Ubiquitous Computing Szenario einen Schritt ndher. Dieses Szenario
zeichnet sich durch stark verteilte Datenverarbeitung, Just-in-Time Networking, und Lo-
cation Awareness aus. Zusétzlich weisen RFID Daten einen engen Bezug zu Ort und
Interaktionstyp auf. Durch die zunehmend automatisierte Verwaltung und Verarbeitung
der RFID Daten wird es immer wichtiger, Sicherheitsmechanismen und Strategien zu
definieren, um Sabotage, Missbrauch und Betrug zu verhindern. Diese Diplomarbeit, die
in Zusammenarbeit mit Infineon Technologies Graz, Austria geschrieben wurde, untersucht
Sicherheitsrisiken und Gegenmafinahmen sowohl auf der Luftschnittstelle von RFID Sys-
tem als auch in verteilten RFID Middleware Architekturen. Die Risiken werden angefiihrt
und analysiert und schliellich in Bezug zu den Kosten und der Effizienz von Gegenmaf-
nahmen gebracht. Derselbe Ansatz wird zur Analyse von Privacy Issues, die mit RFID
verbunden sind, verwendet. Schliefllich erstellt diese Arbeit einen Uberblick iiber den
gegenwirtigen RFID Markt, wirtschaftliche Aspekte und Zukunftsperspektiven.



Abstract

The technology behind Radio Frequency Identification (RFID) has been around for a
while, but dropping tag prices and standardization efforts are finally making the use of
RFID for mainstream applications possible. Economies of scale associated with RFID and
the market power of the US American and European big players in the retail industry
will drive the adoption of RFID forward, taking us closer to the well-known ubiquitous
computing scenario. Ubicomp as it is sometimes called, is characterized by heavily dis-
tributed computing, just-in-time networking and location awareness. This development
along with the trend towards automated data management and processing will make it
increasingly important to define cocksure security mechanisms to prevent fraud and abuse,
which can have devastating effects in the context of ubiquitous computing. This diploma
thesis, which was written in cooperation with Infineon Technologies Graz, Austria analyzes
security threats as well as possible countermeasures on the air interface of RFID systems
on one hand, and in distributed RFID middleware architectures on the other hand. The
risks are assessed and relativized with the costs and efficiency of countermeasures. For
the discussion of privacy issues associated with RFID the same approach is used. Fur-
thermore this thesis gives an overview of the current RFID market, business aspects and
future developments.
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Chapter 1

Introduction

In recent years automatic identification procedures (Auto-ID) have become very popular
in many service industries, purchasing and distribution logistics, industry, manufacturing
companies and material flow systems. Automatic identification procedures exist to pro-
vide information about people, animals, goods and products in transit. Barcode systems,
which are predominantly used today, are based on the scanning and recognition of a bar-
code. While being cheap and easy to implement, their potential is limited by low storage
capacities, line-of-sight requirements and the fact that they cannot be reprogrammed.

Radio Frequency Identification (RFID) makes use of radio frequency transmission to
transfer data contactlessly between a reader and a tag. Even though RFID is more com-
plex, it does not suffer from the drawbacks of optical identification and provides more
functionality.

In a typical RFID system, tags storing a unique identifier and additional data are
attached to objects or issued to people. When a tag or a group of tags is placed in
the radio frequency field of a reader, the data contained in the tag’s memory can be
accessed by the reader. The data are usually preprocessed and passed on to enterprise
applications by the RFID middleware. The RFID system, consisting of readers and tags,
along with the RFID middleware and the enterprise applications is referred to as the RFID
infrastructure. If readers are placed at several sites, the middleware has to be deployed
across several servers and we speak of a distributed RFID infrastructure.

As the name implies the main functionality of RFID is the identification of objects. As a
consequence the deployment of RFID can bring significant benefits wherever an automatic
identification of items can reduce costs. This is particularly the case in the internal as
well as in the global supply chain but also for asset management, access control systems
and document verification systems.

The costs associated with the deployment of RFID can be split into fixed and variable
costs. Fixed costs consist of server maintenance costs, software license costs as well as
equipment depreciation and are largely constant and recurring. Tag costs are variable
and increase with the number of tags issued. Since tags are usually issued in great num-
bers their costs are crucial in an investment analysis. Due to dropping tag prices and



standardization efforts, the use of RFID for mainstream applications is finally becoming
profitable.

It is expected that RFID will be deployed on a large scale and by various compa-
nies and public services by 2010. At the same time modern IT applications show a trend
towards increasing distribution, just-in-time networking and an associated rise in complex-
ity. Due to distributed processing of data, transparency is lost, making frauds and abuse
harder to detect. Since the benefits of RFID infrastructures come from an automated col-
lection, processing and management of data, these systems have to satisfy tight security
requirements. If an RFID system stores personal data, the privacy of users must also be
protected. Additionally RFID systems allow the tracking of people and items based on
the unique identifier on tags.

Security and privacy mechanisms for RFID systems usually affect tag, reader and
middleware costs in various degrees. Due to the special cost characteristics of RFID
systems, the employed security mechanisms have to offer a perfect trade-off between costs
and efficiency.

The chapter ”Security Primer” gives an introduction to security and well-known mech-
anisms for providing security in general. This comprises a presentation of the security
services as described in the literature. Every secure system has to provide authentication,
confidentiality, integrity and non-repudiation. Subsequently the basics of symmetric and
asymmetric cryptography are described and the most important algorithms are presented
and compared. A short introduction into digital signatures and Public Key Infrastructures
(PKIs) is given. A close look at the recently established Web Services Security (WSS)
standard as well as other security protocols such as Internet Protocol Security (IPSec)
and Transport Layer Security (TLS) is also taken. Finally security threats and attacks on
distributed systems are analyzed and evaluated.

The chapter "Radio Frequency Identification” introduces the reader to the fundamen-
tals of RFID which are vital to understand in order to get an idea of the security threats
that exist in RFID systems. First a link to barcode systems is established in order to un-
derstand the main purposes of RFID and current developments. Then RFID systems are
classified based on their frequency range. In the next step a closer look on the components
that make up an RFID system - readers, tags and infrastructure - is taken. There is also a
section that deals with current standards and recent developments in the standardization
process of RFID.

In the chapter ”Security Aspects of RFID” RFID and the security mechanisms and
requirements introduced in the security primer are put in relation. First the security
services are revisited in an RFID context and possible fraud scenarios are identified. Then
current RFID security mechanisms are presented and assessed in terms of cost, complexity
and efficiency. At the end of this part the fraud scenarios in the context of RFID are
weighed, ranked and evaluated in conjunction with the security mechanisms presented.

The chapter "RFID and Privacy” deals with privacy threats associated with a large
scale deployment of RFID. The possible threats of RFID to privacy are presented and
the most important privacy intrusion scenarios are identified. In the next step current



mechanisms and proposals for guaranteeing privacy are presented and assessed. With
consideration of these mechanisms, the privacy threats are analyzed and evaluated.

The chapter ”RFID Applications” presents current applications of RFID and evaluates
their security on the air-interface as well as in their architecture. It is also shown how
RFID can make business processes more efficient by supporting enterprise applications
and adding services to the end-user. First the application areas of RFID are described
and a close look at the benefits of RFID in these areas is taken. Subsequently particular
implementations of RFID systems are presented and evaluated. Here the EPCglobal ini-
tiative is particularly important. Finally the chances and risks of RFID are summarized
and an outlook on further developments is given.

The design and implementation of a secure RFID middleware architecture is dealt
with in chapter ”Securing a Distributed RFID Infrastructure”. First the requirements
on RFID infrastructures and most common architectures are explained. Then a threat
model is created and security is introduced into the recommended architecture. This step
consists of designing a secure network and choosing from the security services available.
Another major issue dealt with is the key management which is highly complex and differs
significantly from conventional distributed systems.



Chapter 2

Security Primer

Before security issues in RFID systems can be discussed it is necessary to get an under-
standing of the basic concepts and definitions in security. This chapter introduces the
notion of the security services, the requirements for such services, as well as mechanisms
for satisfying these requirements. Additionally, various symmetric and asymmetric en-
cryption and digital signature algorithms are discussed and compared. Based on this
introduction a closer look at common security protocols such as TLS/SSL, IPSec and
Kerberos is taken. Also, the very recent Web Services Security (WSS) standard for guar-
anteeing message level security is discussed. Finally, this chapter analyzes typical attacks
and classifies those attacks and threats.

2.1 Security Services

A security service is a collection of mechanisms, procedures and other controls that are
implemented to help to reduce the risk associated with a specific threat to a system [BP01].
For example identification and authentication services help to reduce the risk posed by
access to the system by an unauthorized user or attacker. Logging or monitoring is a
service that helps to detect security breaches. For a specific application some security
services might be more important and some less. The most important security services

are:

1. Confidentiality, which ensures that data, software and messages are not disclosed to
unauthorized parties.

2. Integrity, which ensures that unauthorized parties do not modify data, software and

messages.

3. Authentication, which ensures that a network can only be accessed by individuals
that are authorized.

4. Nonrepudiation, which ensures that entities involved in a communication cannot

deny having participated in it.



5. Availability, which ensures that a service is available at all times.

6. Access Control, which ensures that network resources are being used in an authorized

manner.

2.1.1 Authentication

The first step in securing system resources is implementing a service to identify users by
assigning them a unique user ID. Many other security services are based on this mechanism.
For example logging services provide use information and access control permits access to a
network based on user IDs. Obviously, unless the user is authenticated the system cannot
trust the validity of the user’s claim of identity. The user is authenticated by: an entity
the user possesses (token), an entity only the user knows (password) or an entity that is
unique to the user (fingerprint). Password-only systems are vulnerable to weak passwords
chosen by users or the writing down of passwords. More security is provided by smart
card based systems where possession of a token (smart card) and maybe the knowledge
of a pin is required. Authentication is done with the challenge response scheme using real
time parameters to prevent replay attacks and with encryption to avoid monitoring and
capturing.

2.1.2 Confidentiality

Sometimes facilitating access control by authentication is not possible because data may
be sent via insecure channels. In this case the secrecy of information can be provided by
confidentiality services. The use of encryption through symmetric and asymmetric ciphers
or a combination of these two ciphers can reduce the risk of unauthorized disclosure of
data by making it unreadable to unauthorized parties. Only the authorized user, who has
the correct key can decrypt and read the data.

2.1.3 Integrity

Data integrity services provide protection against intentional and accidental unauthorized
modification of data. The services can be provided by cryptographic checksums or by
highly granular access control and privilege mechanisms. Furthermore data integrity ser-
vices help to ensure that a message is not altered, deleted or added during transmission.
Most available security techniques cannot prevent the modification of a message, but they
can detect that a message has been modified unless the message is deleted altogether.

2.1.4 Nonrepudiation

Nonrepudiation helps to ensure that entities in a communication cannot deny having par-
ticipated in all or part of the communication. Specifically the sending entity cannot deny
having sent a message (nonrepudiation with proof of origin), and the receiving entity



cannot deny having received a message (nonrepudiation with proof of delivery). Nonre-
pudiation can be provided through the use of public key cryptographic techniques using
digital signatures.

2.1.5 Summary

All of these services may be used to protect data in transit over a channel or at rest on a
data storage. Table 2.1 summarizes the security services discussed.

Security Service Attack Solution
Authentication Fake of identity Passwords, tokens or a unique property
Confidentiality Eavesdropping Symmetric encryption, asymmetric en-

cryption or both

Integrity Modification of data Checksums or Modification Detection
Codes
Nonrepudiation Fake of signatures Public cryptographic techniques using

digital signatures
Availability Denial of Service attack Redundancy, Quality of Service

Access Control Unauthorized access Hierarchical granular access and privi-
lege architecture

Table 2.1: Security Services

2.2 Symmetric Cryptography

Symmetric cryptography, also known as secret key cryptography is based on encryption
and decryption with the same key. The key and the plaintext are fed to an algorithm
which generates the ciphertext. It is always assumed that the algorithm is known to
the attacker but not the key. To automatically generate a key either a random number
generator (RNG) can be chosen or a pseudo random number generator (PNRG). Often
the latter is chosen because it is easier to implement. In that case, the PNRG must be
seeded properly. Otherwise attackers could deduce the key. To avoid brute force attacks,
where the attacker tries every possible key, a large enough bit size has to be chosen for the
key. The algorithm can be broken by known plaintext attacks if the plaintext has some
traceable relations to the ciphertext such as similar patterns. Usually algorithms create a
key table based on a PRNG during key setup. This is done to support different key sizes
and to prevent weak keys that can uncover algorithmic weaknesses.



2.2.1 Block Ciphers

Block ciphers break the plaintext into blocks usually 8 or 16 byte long and operate on
them independently. Usually the last block is padded with the number of pad bytes added
so that the receiver knows which bytes to discard. Multiple appearances of similar text
also results in similar patterns in the ciphertext. This can be avoided by using feedback
modes. The most common feedback mode is the cipher block chaining (CBC) mode where
the current block of plaintext is XORed with the previous ciphertext. This adds no security
but only ensures that similar blocks don’t encrypt to the same ciphertext. Block cipher
keys can be reused which is a great advantage if large amount of data as it is the case with
databases needs to be encrypted. Furthermore it makes key management much easier. In
contrast to stream ciphers block ciphers are more widely standardized and are a better
choice if interoperability is required.

2.2.2 Stream Ciphers

Stream ciphers generate a pseudo random key stream based on the key and XOR it with
the plaintext to generate the ciphertext. The key stream is independent from the input
data. Decrypting is the same as encrypting because of the XOR, function applied twice
produces the original input. Stream ciphers are generally faster and use less code than
block ciphers. The most common stream cipher RC4 is probably twice as fast as the
fastest block cipher. Stream cipher keys should be used only once.

2.2.3 Symmetric Algorithms

Triple DES (3DES) is an adaption of the obsolete DES algorithm to meet modern secu-
rity standards. It applies the DES algorithm 3 times and thus uses key lengths of 168
bits instead of 56 bits. Disadvantages of the 3DES algorithm are that encryption and
decryption are very slow and that cryptoanalysis has uncovered an algorithmic weakness
reducing the effective key length to 108 bits. Many commercial replacements exist but
none of these became a world wide standard comparable to DES. This led to the definition
of the advanced encryption standard (AES), which includes the Rijndael algorithm. The
Rijndael algorithm was invented by two Belgian researchers: Vincent Rijmen and Joan
Daemen. Vincent Rijmen is professor at the Institute of Applied Information Processing
and Communication at the Technical University of Graz. The AES is expected to become
a worldwide standard within short time.

2.2.4 Password Based Encryption

Password based encryption (PBE) is a best practice when using symmetric cryptography.
Data is encrypted with the session key, which is a number obtained from a PRNG seeded
with several current parameters. After encryption the session key is encrypted with the
key encryption key (KEK). The KEK is deduced from a password and then mixed with the
salt, a random value based on several current parameters to prevent dictionary attacks.



The salt is then stored along with the encrypted session key. The major advantage of this
approach is that the KEK doesn’t have to be stored. If encrypted data needs to be shared
the session key can be distributed and everybody can encrypt it with his own password.
Another reason is that possible attackers need more data namely the encrypted data and
the encrypted key. Only when the attacker has the encrypted session key he can launch
an attack on the password which is easier than a brute force attack on the session key.
The attacker also has to figure out in which way the password was mixed with the salt.
Only then a dictionary attack can be launched. This step can be lengthened by mixing
salt and password several times.

2.3 Asymmetric Cryptography

Asymmetric cryptography is also known as public key cryptography and applies two dif-
ferent keys. One key called the public key is used to encrypt data. The ciphertext can
only by decrypted by the second key: the private key. A common practice is encrypting
the plaintext with a symmetric algorithm and the session key with the public key of the
recipient and send both of it. The recipient can then decrypt the session key with his
private key and use it to decrypt the data. This is more efficient than encrypting all the
data with the public key because asymmetric algorithms are considerably slower compared
to symmetric algorithms and increase the data size .

2.3.1 Asymmetric Algorithms

The three most commonly used asymmetric algorithms are Rivest Shamir Adleman (RSA),
Diffie Hellmann (DH), and Elliptic Curve Diffie Hellmann (ECDH).

The hard problem of RSA is factoring a number n as the product of two prime numbers.
The concept of the Diffie-Hellmann algorithm is different in that it doesn’t provide a means
of encryption but a way to generate a symmetric session key based on the exchange of a
public key. A DH public key is a prime number with size of the key length. After exchange
the other party can use it to generate a temporary key pair which involves the use of a
random number. The hard problem is discrete log problem which is mathematically related
to the factoring problem. If one can be solved then the other too. So the same key lengths
are used (typically 1024). A common size for the private value x is 160 bits in order to
keep the number of calculations small.

ECDH is an algorithm that is based on scalar multiplication over an elliptic curve.
The underlying problem of is known as the elliptic curve discrete log problem which is
harder than the discrete log problem. Thus common key sizes are 160 to 170 bits. Key
exchange is similar to Diffie-Hellmann except that both parties have to decide on which
bits to take as a key because a point consists of an x and an y coordinate. Usually only
the x coordinate is used. Elliptic curves can be used for encryption too but is rarely done
due to performance hits.



With no further security measures the ECDH and the DH are susceptible to the man-
in-the middle attack because an attacker could simply establish a connection with both
parties. With RSA on the other hand it is not possible to decrypt any data with out the
private keys. ECDH and DH require both users have to choose a (good) key in RSA only
one. ECDH provides a greater per bit security than RSA but is generally slower. A 1024
bit RSA key matches a 160 bit ECDH key. The RSA algorithm is about 18 times faster
in public key operations (initiating contact) and about twice as slow as ECC in private
key operations (receiving). ECC can be accelerated with lookup tables requiring storage
space of 20 kB. Transmission size is the same as the key size for RSA and DH. For ECC
it is twice the size. That means with each a digital envelope is sent, RSA adds 1024 bits
and ECC 320.

2.4 Digital Signatures

Digital signatures are used to authenticate the author of a message and to prevent people
from going back on their electronic word (nonrepudiation). Many nations are passing laws
that make digital signatures legally accepted. Digital signatures are based on the fact that
data encrypted with a private key can only be decrypted with the public key belonging to
it.

Because public key cryptography is slow usually not the whole message is signed but
only a hash of the message also called message digest. Hashes are regardless of the size of
the plaintext always the same size and meet some important requirements:

1. Pre-image resistance: it should be computationally impossible to find a pre-image
to a given hash value.

2. 2nd pre-image resistance: it should be computationally impossible to find a second
pre-image to a given input.

3. Collision resistance: it should be computationally impossible to find two different
inputs with the same hash value.

Although collisions are theoretically possible for good algorithms no two similar hashes
have ever been found. The basic principle with hashes is that a message where a hash value
has been appended cannot be altered without recalculating and usually signing the hash.
Important hash algorithms are MD5 producing 128 bit digests. The SHA-1 algorithm
looks very similar to MD5 but is more secure and produces 160 bit hashes. Message
digests also guarantee that data has not been altered.

The sender of a message computes a hash and signs it by encrypting it with his private
key. At the end of the line the receiver separates the signature from the message and
computes the hash using the same algorithm. Then he decrypts the signature with the
sender’s public key and compares the hash values to verify the signature and the integrity
of the data.



2.4.1 Digital Signature Algorithms

The most commonly used digital signing algorithms are RSA, DSA and ECDSA, which
is the same as DSA but based on elliptic curves. The process of signing with RSA is
encrypting the hash with the private key. Third parties can then verify the signature by
decrypting with the public key and comparing the hash. To forge a signature the private
key has to be found. With DSA the signer digests the message with SHA-1 and uses the
digest as a number. This number along with a pseudo-random number k and the private
key is fed to the DSA algorithm, which produces a pair of numbers: r and s. On the
other side the verifier computes the SHA-1 digest of the message. He feeds the digest,
the number s and the public key to the algorithm and compares the result v to r. If v
is the same as r the result is verified. This system is very similar to the Diffie-Hellmann
algorithm. The ECDSA algorithm looks a lot like DSA except that it is based on elliptic
curves. The signer has three inputs: the digest, k and the private key. The output is v. If
v and r are the same the signature is verified otherwise something is wrong.

The fastest algorithm for verifying signatures is RSA. Signing is two times faster with
ECC and about six times faster with ECC with acceleration. DSA and ECDSA signatures
are 340 bits regardless of the key size. An RSA signature’s length is the same as the key
size’s, usually 1024 bits.

2.5 Public Key Infrastructures

The distribution of public keys is often problematic because attackers could replace some-
one else’s public key with their own. A solution to this is the use of public key infras-
tructures. A public key certificate (PKC) binds a user to his public key. Certification
authorities (CA), issue certificates by taking a user’s name, his public key and other iden-
tifying information and sign it with their private key. The verifier takes the PKC from a
certificate directory, which is usually associated with the CA, and verifies it with the CA’s
public key.

Before issuing a certificate trust has to be established between the CA and the user.
After that step has been carried out there are two ways to initiate a certificate request.
Users can have the CA generate a key pair for them or can do it themselves and hand
in the public key in the form of a PKCS #10 certificate signing request. Certificates are
issued to be valid and usable until the date indicated in the validity field. In case the
certificate needs to be stopped from use it needs to be revoked. This is usually done by
the use of certificate revocation lists (CRL). The CLR contains all certificates that have
been revoked or are currently on hold.

2.6 Security Protocols

Now that an overview of security services and security mechanisms has been given, this
section will now take a closer look at several implementations of those mechanisms and
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how they provide the security services.

2.6.1 Internet Protocol Security (IPSec)

The Internet Protocol Security is a framework of open standards for securing commu-
nications over IP networks. It provides security at the network layer (see figure 2.1).
Consequently there is no need to adapt applications to IPSec. IPSec encrypted packets
look like ordinary IP packets and can easily be routed through any IP network.

SMTP HTTP NNTP

TCP

IP/IPSec

Figure 2.1: Network Security
The only devices that know about the encryption are the endpoints. A number of
security protocols are supported providing the following services:

e Access control,

e connectionless integrity,

data origin and authentication,

rejection of replayed attacks,

confidentiality (encryption) and

limited traffic-flow confidentiality.

These services are provided by two protocols: the authentication header (AH) protocol
and the encapsulating security payload (ESP) protocol. The AH protocol supports access
control, data origin authentication, connectionless integrity and the rejection of replay
attacks. AH uses a keyed hash function because digital signature technology is too slow.
However with the AH no confidentiality protection is provided. This is in the responsi-
bility of the encapsulating security payload (ESP) protocol which provides confidentiality
services for IP data while in transit. Optionally it can also provide authentication services.
The key used for encryption is associated with the SPI.

Before communicating, a security association (SA) has to be established by agreeing
on the parameters to be used. This is taken care of by the Internet Key Exchange (IKE).
There are three operating modes for IKE. In Main Mode both parties agree on parameters
to be able to communicate securely long enough to set up an SA for future communication.
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Three two way messages are exchanged. In the first exchange initiator and responder
agree on basic algorithms and hashes. In the second public keys are exchanged for a
Diffie-Hellmann exchange and random numbers are passed to be signed and verified in
the third step. Aggressive mode can be used to reduce the number of exchanges to two.
Although aggressive mode is faster, it does not provide identity protection. After a secure
connection already exists the much faster Quick Mode can be used to agree on a new
password.
The main advantages of IPSec are that it is

1. usable for IPv4 as well as IPv6,

2. transparent to applications,

3. independent from other security mechanisms, and that it
4. defines no rigid security architecture and

5. allows for the definition of a variable security policy.

2.6.2 Secure Sockets Layer (SSL)

SSL provides session based encryption and authentication, establishing a secure pipe be-
tween two parties: the client and the server. In an SSL communication the server and
optionally the client are authenticated to avoid eavesdropping, tampering and message
forgery in client-server applications. SSL also supports privacy by establishing a shared
secret between the two parties. In contrast to IPSec, SSL works at the transport layer (see
figure 2.2) and is independent of the application protocol used. SSL provides the following
features:

1. Authentication of the server against client.

2. Authentication of the client to the server (optional).

w

. Encrypted connection between client and server.
4. Public key encryption is used to generate a session key.

Each endpoint in an SSL connection must implement the matching side of the protocol.
The interaction between the state machines at the server and the client is called the
Handshake. The SSL handshake protocol is responsible for coordinating the states of the
client and the server. An SSL session can include multiple secure connections and parties
can have multiple simultaneous sessions.

Data transmitted and received from upper application layers is processed at the SSL
record layer. At first the data is fragmented into smaller blocks with a maximum size
of 16K. Optionally the blocks are compressed with the algorithm defined by the current
session state. Then a MAC is computed using the previously established shared secret key.

12



SMTP HTTP NNTP

TCP

SSL

Figure 2.2: Transport Security

The block and the MAC are encrypted with the symmetric cipher defined by the session
state. Finally a header is added including the content type, version data, and the block
length. For more information on SSL and TLS see [FKK96] and [DA99]. Disadvantages
of SSL are that there is no support for UDP and that the use of SSL leads to performance
penalties.

2.6.3 Kerberos

The Kerberos protocol is based on the key distribution model developed by Needham and
Schroeder [NS78], and defines how clients interact with a network authentication service.
Clients obtain tickets from the Kerberos Key Distribution Center (KDC), and they present
these tickets to servers when connections are established. The tickets represent the client’s
network credentials. Kerberos provides the following security services:

1. Mutual authentication,
2. delegated access control,

3. privacy and

W

. data integrity.

The protocol consists of the following steps, which are illustrated in figure 2.3:

Authentication exchange: The client asks the authentication server for a ticket to the
ticket-granting server (TGS). The authentication server looks up the client in its
database, then generates a session key (SK1) for use between the client and the
TGS. Kerberos encrypts the SK1 using the clients secret key. The authentication
server also uses the TGSs secret key, which is known only to the authentication
server and the TGS, to create and send the user a ticket-granting ticket (TGT).

Ticket-granting service exchange: The client decrypts the message and recovers the
session key, then uses it to create an authenticator Auth containing the users name,
IP address and a time stamp. The client sends this authenticator, along with the

13



Auth

Request Ticket to TGS =————————P» Kerberos

Client Authentication
————
Create SK1, Issue TGT S
K1
S TGT
Auth TGT
R —— Request Ticket to TS =] Ticket Granting
en | «}——— Create SK2, Issue TTS ——————— Server
SK2
TTS
Auth
TTS
_ Request Access =
Client X i Target Server
| -ff—— Authenticate to Client =]
Auth
SK2
SK2
: P
Client Target Server
< g
SK2

Figure 2.3: The Kerberos Protocol

TGT, to the TGS, requesting access to the target server. The TGS decrypts the
TGT, then uses the SK1 inside the TGT to decrypt the authenticator. It verifies
information in the authenticator, the ticket, the clients network address and the time
stamp. If everything matches, it lets the request proceed. Then the TGS creates a
new session key (SK2) for the client and target server to use, encrypts it using SK1
and sends it to the client. The TGS also sends a new ticket TT'S containing the
clients name, network address, a time stamp and an expiration time for the ticket
all encrypted with the target servers secret key and the name of the server.

Client/server exchange: The client decrypts the message and gets SK2. The client cre-
ates a new authenticator encrypted with SK2 and sends the session ticket (already
encrypted with the target servers secret key) and the encrypted authenticator. Be-
cause the authenticator contains plaintext encrypted with SK2, it proves that the
client knows the key. The encrypted time stamp prevents an eavesdropper from
recording both the ticket and authenticator and replaying them later. The target
server decrypts and checks the ticket, authenticator, client address and time stamp.
For applications that require two-way authentication, the target server returns a
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message consisting of the time stamp plus 1, encrypted with SK2. This proves to
the client that the server actually knew its own secret key and thus could decrypt
the ticket and the authenticator.

Secure communications: The target server knows that the client is who he claims to be,
and the two now share an encryption key for secure communications. Because only
the client and target server share this key, they can assume that a recent message
encrypted in that key originated with the other party.

Currently Kerberos is the only widely-adopted authentication protocol that is capa-
ble of performing delegation. When n-tier applications are not using an authentication
protocol that enables delegation, usually user identifiers are passed through application
message bodies. Without further security measures to protect the application message
while it is in transit, this approach is susceptible to message modification. In addition
to delegation, Kerberos also offers the benefits of mutually-authenticating communicating
parties, as well as protecting the application message when it is in transit by using data
encryption.

2.6.4 Web Services Security (WSS)

The Web Services Security (WS-Security) [OAS04] specification defines a set of SOAP
header extensions for end-to-end SOAP messaging security. It supports message integrity
and confidentiality by allowing communicating partners to exchange signed and encrypted
messages in a Web services environment. WS-Security is flexible and is designed to be
used as the basis for the construction of a wide variety of security models including PKI,
Kerberos, and SSL. Specifically WS-Security provides support for multiple security tokens,
multiple trust domains, multiple signature formats, and multiple encryption technologies.

The Web services security language must support a wide variety of security models.
The following list identifies the key requirements for this specification:

e Multiple security tokens for authentication or authorization
e multiple trust domains,
e multiple encryption technologies and

e end-to-end message-level security and not just transport-level security.
The following topics are not part of the specification:

e Establishing a security context or authentication mechanisms that require multiple
exchanges,

e key exchange and derived keys and

e how trust is established or determined.
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Protecting the message content from being intercepted or illegally modified are primary
security concerns. This specification provides a means to protect a message by encrypting
and/or digitally signing a body, a header, an attachment, or any combination of them.

Message integrity is provided by leveraging XML Signature in conjunction with security
tokens to ensure that messages are transmitted without modifications. The integrity
mechanisms are designed to support multiple signatures, potentially by multiple actors,
and to be extensible to support additional signature formats.

Message confidentiality leverages XML Encryption in conjunction with security tokens
to keep portions of a SOAP message confidential. The encryption mechanisms are designed
to support additional encryption processes and operations by multiple actors.

2.7 Security Threats in Distributed Systems

There are various groups of attackers following different goals. These range from script
kiddies and the disappointed employees to cyber-terrorists and criminals. However, so-
phisticated attacks have a common underlying pattern and can be classified by their goals.

2.7.1 Anatomy of Attacks

Most of the more sophisticated attacks follow a general pattern (see figure 2.4), which starts
with the surveying and assessing of the target’s characteristics. These characteristics may
include supported services and protocols as well as potential vulnerabilities and entry
points. Based on the information gained in this step an attack can be planned.

Exploit and >

L
Survey and Assess Penetrate

Escalate Privileges

¥ )

Deny Service Maintain Access

Figure 2.4: Anatomy of Network Attacks

After the target has been thoroughly scanned, the next step is the exploiting and
penetrating of the network. If network and hosts are properly secured the application
becomes the next target of the attack. For an attacker the easiest way into an application
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is through the same entrance legitimate users use, for example through the logon page or
a page that doesn’t require authentication.

When a network or an application has been compromised, for example by injecting
code or creating a session, the attacker immediately attempts an elevation of privileges.
Particularly administration privileges or high level privileged system accounts are looked
for. A primary defense against privilege escalation attacks is the use of least privileged
accounts.

Once access has been gained to a system, an attacker usually attempts to make future
access easier and to cover traces. Common approaches for maintaining access include the
planting of back-door programs or using an existing account that lacks strong protection.
Covering tracks includes the clearing of logs and the use of hiding tools. Therefore log
files should be secured and analyzed on a regular basis as they can uncover early signs of
an attack and prevent further damage.

Attackers who cannot gain access to a system may mount a Denial of Service attack
to prevent others from using an application. Sometimes denial of service is the primary
goal of an attack. A typical example for an attack of this kind is the SYN flood attack
which jams the TCP stack and prevents others from access.

2.7.2 Classification of Attacks

While there are many variations of specific attacks and attack techniques, their goals can
be reduced to the following list:

1. Spoofing is the use of a false identity for example to get access to a system. This
can be done by using stolen user credentials or false IP addresses.

2. Tampering is the unauthorized modification of data, for example as it flows over a

network between two computers.

3. Repudiation is the ability of users to deny that they performed specific actions or
transactions. These attacks are difficult to prove.

4. Information disclosure is the unwanted exposure of private data. For example, a
user views the contents of a table or file he or she is not authorized to open, or
monitors data passed in plaintext over a network.

5. Denial of service is the process of making a system or application unavailable.

6. Elevation of privilege occurs when a user with limited privileges assumes the identity
of a privileged user to gain privileged access to an application.

Each threat category described in the list has a corresponding set of countermeasure
techniques that are presented in table 2.2 and should be used to reduce risk.
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Threat Countermeasure

Spoofing Strong authentication
Store of secrets in encrypted or hashed form

No passing of credentials in plaintext over network

Tampering with data  Data hashing and signing
Digital signatures
Use of strong authorization
Use of tamper-resistant protocols over the network
Secure communication links providing message in-
tegrity
Repudiation Secure audit trails

Digital signatures

Information Disclosure Strong authorization
Strong encryption
Use of protocols that provide confidentiality
Denial of Service Resource and bandwidth throttling

Validation and filtering of input

Elevation of Privilege  Principle of least privilege

Table 2.2: Security Threats and Countermeasures

2.7.3 Network Threats

The primary components that make up a network infrastructure are routers, firewalls,
and switches. They act as the gatekeepers guarding servers and applications from attacks
and intrusions. An attacker may exploit poorly configured network devices. Common
vulnerabilities include weak default installation settings, wide open access controls, and
devices lacking the latest security patches.

Information Gathering

Network devices can be discovered and profiled in much the same way as other types of
systems. Attackers usually start with port scanning. After open ports are identified tech-
niques such as banner grabbing and enumeration can be used to detect device types and
operating system and application versions. This information may reveal known vulnera-
bilities that may not be updated with security patches.

As a countermeasure routers should be configured to restrict their responses to foot-
printing requests. Operating systems that host network software should be configured to
prevent footprinting by disabling unused protocols and unnecessary ports.
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Sniffing

Sniffing or eavesdropping is the act of monitoring traffic on the network for data such
as plaintext passwords or configuration information. With a simple packet sniffer an
attacker can easily read all plaintext traffic. Also attackers can crack packets encrypted
by lightweight hashing algorithms and can decipher the payload considered to be safe. The
sniffing of packets requires a packet sniffer in the path of the server/client communication.

To prevent sniffing strong physical security and proper segmenting of the network is
vital. This is the first step in preventing traffic from being collected locally. Communica-
tion should be encrypted fully, including authentication credentials. This prevents sniffed
packets from being usable by an attacker. SSL or IPSec can be used.

Spoofing

Spoofing is a means to hide one’s true identity on the network. To create a spoofed
identity, an attacker uses a fake source address that does not represent the actual address
of the packet. Spoofing may be used to hide the original source of an attack or to work
around network access control lists (ACLs) that are in place to limit host access based on
source address rules.

Although carefully crafted spoofed packets may never be tracked to their original
sender, a combination of filtering rules prevents spoofed packets from originating from the
local network, allowing the blocking of obviously spoofed packets. Countermeasures to
prevent spoofing include the filtering of incoming packets that appear to come from an
internal IP address and the filtering of outgoing packets that appear to originate from an
invalid local TP address.

Middleman Attacks

A middleman attack occurs when someone between two communicating parties is actively
monitoring, capturing, and controlling the communication without the knowledge of the
users. For example, an attacker can negotiate encryption keys with both users. Each user
then sends encrypted data to the attacker, who can decrypt the data. When computers
are communicating at low levels of the network layer, the computers might not be able to
determine with which computers they are exchanging data.

Middleman attacks can be prevented by the use of encrypted session negotiation and
encrypted communication channels. Information of platform patches to fix TCP/IP vul-
nerabilities, such as predictable packet sequences may also be important.

Denial of Service

Denial of service denies legitimate users access to a server or services. The SYN flood
attack is a common example of a network level denial of service attack. It is easy to
launch and difficult to track. The aim of the attack is to send more requests to a server
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than it can handle. The attack exploits a potential vulnerability in the TCP /IP connection
establishment mechanism and floods the server’s pending connection queue.

Countermeasures to prevent denial of service include the increasing of the size of
the TCP connection queue and the decreasing of the connection establishment period.
Employing dynamic backlog mechanisms ensures that the connection queue is never ex-
hausted. A Network Intrusion Detection System (NIDS) can automatically detect and
respond to SYN attacks.

2.8 Summary

Security services are a collection of mechanisms, procedures and other controls that are
implemented to help reduce risks of a specific threat. The central security services are:
confidentiality, integrity, authentication, nonrepudiation, availability and access control.

There are various mechanisms to ensure that the security services can be guaranteed.
Symmetric cryptography is based on encryption and decryption with a single key. The
fact that there is always the danger of a key compromise when exchanging keys is known
as the key exchange problem. Asymmetric algorithms solve this problem by providing a
private key as well as a public key. The problem with asymmetric cryptography is that
algorithms are usually more complex and more costlier to implement than their symmetric
counterparts. Cryptography can provide confidentiality and integrity. Digital signatures
are another mechanism to provide integrity and nonrepudiation, which is based on hashes
and keys. First a hash of the message is calculated which is then signed with a private key.
Verifiers can than recompute the hash and verify the correctness of the signature. Either
symmetric or asymmetric keys can be used. In all cases where asymmetric keys are used
there needs to be a mechanism to ensure the correct distribution of public keys. This is
achieved with certificates in public key infrastructures. Several protocols exist that make
use of symmetric and asymmetric algorithms to provide all or a subset of the security
services described. These include protocols providing transport level security such as SSL
and IPSec, protocols providing message level security such as WSS and security services
provider such as Kerberos.

There are many variations of specific attacks and attack techniques. The goals of this
attack can be: spoofing, tampering, repudiation, information access, denial of service or
the elevation of privilege.
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Chapter 3

Radio Frequency lIdentification

The goal of this chapter is to make the reader familiar with the basics of RFID. It starts by
highlighting the current evolution of automatic identification from barcodes to RFID and
compares the existing auto-id systems. Subsequently current RFID systems are classified
and compared. After a system overview has been given, the technical background of
RFID readers and tags is presented. Finally, properties of the various RFID standards are
discussed at the end of this chapter.

3.1 From Barcodes To RFID

Barcodes are predominantly used for identifying and tracking products throughout the
supply chain. Even though they can achieve efficiencies in the order of 90% [Fin03], they
still show some limits in the technology, for which RFID is able to provide a better solution
and further optimization, as it is shown in table 3.1.

Bar coding is a cost-effective and low-risk method of encoding information. RFID on
the other hand enables users to collect and encode information for many items simulta-
neously with no line-of-sight requirement. Unlike bar codes, for which many standards
already exist, RFID is just at the beginning of standardization. There are common fre-
quency ranges for example, but the reader power output and specific frequency may vary
by country and manufacturer. In addition, systems within the frequency range may have
their own chip set, protocol for memory storage, air protocol and antenna design. With
no-contact, no-line-of-sight reading, the RFID tag’s position isnt as crucial as it is for
barcodes. Furthermore RFID tags are more robust than barcodes in foggy and dusty
environments. With decreasing equipment and tag costs, RFID gains competitive edge
over barcodes. However most analysts today predict that barcodes and RFID systems will

coexist for a long time.
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System Parameters Barcode RFID

Data quantity (bytes) 1..100 16..64k
Data density Low Very high
Machine readability Medium Good
Rewritable Yes No
Influence of dirty /damp Very high ~ No influence
Influence of covering Total failure Moderate
Data carrier cost Very low Medium
Reading electronic cost Low Medium
Security features None Available
Multiple reading, anticollision system No Yes
Reading speed Low Very fast
Max. distance between data carrier and reader 0-50cm 0-5m

Table 3.1: Barcodes vs. RFID [Fin03]

3.2 Classification of RFID Systems

RFID systems exist in many different variations. In order to provide an overview of
RFID systems, we can look on special features, that differentiate those systems. Possible
criteria include operating mode, frequency range and coupling or information processing
capabilities. Furthermore differentiation based on modulation technique, data quantity
and power supply is possible.

3.2.1 Frequency, Range and Coupling

RFID systems are usually classified by three parameters: operating frequency, range and
coupling. Operating frequencies for RFID systems range from 135kHz (low frequency
band) to 5,8 GHz (microwave). Physical coupling can either be electrical, magnetic or
electromagnetic. Ranges from a few mm to 15 m and more can be achieved. Table 3.2
gives a classification of RFID systems based on their frequencies.

RFID systems with very small ranges of up to lem are called close coupling (CC)
systems. Here the transponder has to be inserted into a reader or held very close to the
surface of a reader. Close coupling systems use either magnetic or electric fields and can
operate on any frequencies from DC to 30Mhz. This allows providing the transponder with
a great amount of energy. Close coupling systems are used where there is a great demand
for security and low ranges can be used such as door locks or cash cards. Currently close
coupling contactless chip cards are only offered in the ID1 format (ISO 10536) and play a
declining role on the market.

When read and write ranges go up to lm the systems are called remote coupling
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LF HF UHF Microwave

Frequency 125-134kHz 13,56 MHz 868MHz 2,45MHz
915MHz 5,8GHz
Reading Range up to Im up to Im up to 4m up to 15m
Reading Speed slow medium fast very fast
Influence of humidity none none negative negative
Influence of metal negative negative none none
Alignment of Transponder not not sometimes always nec-
for reading necessary necessary necessary essary
Internationally accepted yes yes EU,USA only USA
frequency
ISO Standards 11784/85 14443 15693 18000
14223 15693 18000
18000

Table 3.2: Classification of RFID Systems [Fin03]

(RC) systems. These systems primarily use inductive or magnetic coupling, sometimes
capacitive or electric coupling is used.There exist a great number of standards for RC
systems including the ISO 14443 proximity coupling, and the ISO 15693 vicinity coupling
standards. Operating frequencies are below 135 kHz or 13,56 MHz. The 13,56 MHz band
is particularly interesting because there exist no regulations for it and no license costs
have to be paid.

RFID systems with ranges exceeding 1m are called long range (LR) systems. All
LR systems operate with electromagnetic waves in the UHF and microwave band. The
majority of these systems are backscatter systems. In addition there exist some surface
wave transponders in the microwave range. All of these systems are operated on the
frequencies 868 MHz (Europe) and 915 MHz (USA) and in the microwave area at 2,5
GHz, and 5,8 GHz. With passive, battery-less backscatter systems ranges of typically
3m can be achieved. With active, battery-powered transponders ranges of up to 15m are
possible. In active transponders the battery’s sole purpose is the supplying of the chip
with energy as well as data retention. Data transmission is done via the electromagnetic
field radiated from the reader.

3.2.2 Information Processing in the Transponder

RFID systems can also be classified according to the range of information and data pro-
cessing functions offered by the transponder and the size of its data memory. The two
ends of this spectrum are represented by low-end and high-end systems.
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Low-end Systems

The bottom end of low-end systems is represented by EAS (Electronic Article Surveil-
lance) systems. These systems only check for the possible presence of a transponder in the
interrogation zone of a reader. Read-only transponders with a microchip are also classi-
fied as low-end systems. The data on these tags, usually a serial number, is permanently
encoded. If a read-only transponder is placed in the HF field of a reader, the transponder
begins to continuously broadcast its own serial number. There is a unidirectional flow of
data from the transponder to the reader. It also has to be made sure that there is only one
transponder in the readers interrogation zone because two or more transponders transmit-
ting at the same time would lead to a data collision. Low-end systems are characterized

by low power consumption and low manufacturing costs.

Mid-range Systems

The mid-range is represented by systems with writable data memory. In this sector the
greatest diversity of types can be found. Memory sizes range from a few bytes to over
100 kbyte. Transponders are able to process simple reader commands for selective reading
and writing of the data memory in a permanently encoded state machine. In general, the
transponders also support anti-collision procedures, so that several transponders located in
the readers interrogation zone at the same time do not interfere with each another and can
be selectively addressed by the reader. Cryptographic procedures, such as authentication
between transponder and reader, and data stream encryption are also common in these
systems. These systems are operated at all frequencies available to RFID systems.

High-end Systems

The high-end segment comprises systems with a microprocessor and a smart card operating
system. The use of microprocessors facilitates the realization of more complex encryption
and authentication algorithms than would be possible using state machines. The top
end of high-end systems is occupied by modern dual interface smart cards, which have
a cryptographic coprocessor. The enormous reduction in computing times that results
from the use of a coprocessor means that contactless smart cards can even be used in
applications that set high requirements on the secure encryption of the data transmission,
such as electronic purses or ticketing systems for public transport. High-end systems are
almost exclusively operated at the 13.56 MHz frequency.

3.2.3 Other Classification Criteria

RFID systems operate according to one of two basic procedures: full duplex (FDX), half
duplex (HDX) systems and sequential systems (SEQ). In full and half duplex systems the
transponders response is broadcast when the readers RF field is switched on. Because the

transponders signal to the receiver antenna can be extremely weak in comparison with
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the signal from the reader itself, appropriate transmission procedures must be employed
to differentiate the transponders signal from that of the reader.

The amount of data that can be stored on a transponder is also a classification criteria
of RFID systems. Data capacities start with one bit and go up to several hundred kbytes.

Power supply in transponders can either be active or passive. An active transponder
has a battery that supplies it with power. Passive transponders on the other hand receive
their power from the RF field emitted by the reader.

Another distinguishing feature is the memory type. The data storage can be realized
in three different ways:

EEPROM: Inductive coupling systems are generally working with EEPROMs. Draw-
backs are the high power consumption and the limited number of write processes.

FRAM: With this new technology power consumption less than a factor of 100 compared
to EEPROM technology can be achieved. The write delay time is also about a factor
of 1000 less.

SRAM: Particularly in microwave systems static RAM (static random access memory,
SRAM) is used for data storage with very short write cycles. SRAMs have a per-
manent power consumption and can therefore only be used in active transponders.

There exist different technologies for transferring data from the transponders to the
reader. In reflection or backscatter systems the tags modulate a reflected wave. Read-
ers need a directional coupler to extract the tag’s response. With load modulation the
reader field is influenced by the transponder, which modulates its information with a re-
sistor. Alternatively a sub-harmonic or a harmonic wave is created and modulated by the
transponder.

3.3 RFID Transponders

Data storage in transponders can either be based on an integrated circuit or physical
effects. Integrated circuit transponders are further classified into memory with state ma-
chine and programmable microprocessor. The 1 bit transponder and the surface wave
transponders belong to the group of transponders based on physical effects.

3.3.1 Transponders with Memory

Transponders with memory range from simple read-only transponders to high-end
transponders with sophisticated crypto-functions. As a memory RAM, ROM, EEPROM
or FRAM may be used. The RF interface is needed for power supply and reader commu-
nication. Security functions and addressing are carried out by the address and security
logic.

The RF interface is the bridge between the analogue high frequency channel from the
reader and the digital integrated circuit in the transponder. It carries out the function of a
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Figure 3.1: RFID Tag with Memory

modulator-demodulator (modem). System clock is obtained from the carrier frequency of
the RF field. To send data back to the reader, a load modulator, a backscatter modulator
or other techniques are used. Passive transponders draw energy from the RF field of the
reader and supply it to the integrated circuit after rectification.

The address and security logic is the core of the transponder, which manages all pro-
cedures on the chip. The power-on logic guarantees that the transponder enters a defined
state after entry into the HF field of the reader and sufficient power is supplied. Spe-
cial I/O registers are used for communication with the reader. Optionally there can be
a crypto-unit for authentication, ciphering and key management embedded on the chip.
The memory consisting of ROM for fixed data storage and EEPROM or FRAM for vari-
able data storage is connected to the address and security logic with the data bus and the
address bus. The system clock is obtained from the RF field of the reader and supplied
to the address and security logic. The state dependent control flow is managed by a state
machine. Complexities comparable to microprocessor solutions can be achieved although
control flow is fixed. An adaption for special situations can only be achieved by a de-
sign change. Therefore this solution is interesting for applications with a great number of
transponders.

There are three types of different memory architectures with the read only transponder
being the low-end and low-cost solution. If the read only transponder enters a reader field
it begins to continuously transmit its unique ID which is assigned to the chip at production
time. Communication only takes place in one direction. Read/write transponders can be
filled with data from a reader. Commonly a fixed number of bytes are combined to a
block. Only blocks of data can then be read and written. This allows easier addressing in
the reader and the chip. If data need to be changed the corresponding blocks have to be
read out. Then the bits are changed and the blocks are rewritten to the transponder.

Transponders with dual port EEPROMSs can be operated via the RF field or the 12C
bus. The I2C bus was first designed for the communication between microprocessors on
the same circuit board and requires only two wires: SDA (serial data) and SCL (serial
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clock). For access to the EEPROM two independent state machines are required. An
arbitrage logic avoids conflicts at synchronous access from the RF interface and the 12C
interface. It makes sure the other interface is locked for the time the other one carries out
an operation. Here the access register can be used to set different access rights for the 12C
interface and the RF interface.

3.3.2 Transponders with Microprocessor

In contactless microprocessors tags the state machine is replaced by a microprocessor.
Optionally mathematic coprocessors for example for cryptographic functions can be em-
bedded. Just as it is the case with contact cards, contactless chip cards use a operating
system (OS) of there own. The OSs task is the management of data transmission from
and to the chip card, sequence control, data management and execution of cryptographic
functions. Commands from the reader are received via the RF interface. Error detec-
tion and correction is carried out by the I/O manager. The secure messaging manager
deciphers the command and checks its integrity. Subsequently the command interpreter
tries to decode the command. If that step fails the return code manager sends the corre-
sponding return message via the I/O manager. Else the decoded command is executed.
Access to the EEPROM is carried out exclusively by the file management and the data
management. The file manager also checks the access conditions.

- . ROM (0S)

HF
Interface

EEPROM
(Application Data)

A

Figure 3.2: RFID Tag with Microprocessor

Dual interface cards are based on the trend to combine contact cards, which have so
far been used for payment and high security applications with user-friendly and fast con-
tactless card applications. From the view of the application it should not matter which
interface is currently used. They should be interchangeable. ISO7816, the standard for
secure messaging, makes sure that security is also the same for both interfaces by pre-
venting replay and fraud. The main difference is the available power which must be taken
care of by special low voltage designs and power management units. No explicit switching
between contact and contactless operating mode is needed. Ticketing applications usu-
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ally require transaction times of at most 100ms. To achieve this as well as the specified
security, crypto-units are used as coprocessors. These coprocessors can speed up DES
encryption about 100 times. The CPU just has to write data and keys to special registers
and start calculations with the control register. In the near future asymmetric algorithms
will become increasingly important. As a result some chips have asymmetric cryptography
coprocessors included.

3.4 RFID Readers

There are different kinds of readers depending on the technical system used. However all
readers can be reduced to two functional blocks: the HF-interface, consisting of transmitter
and receiver, and the control unit.

The tasks of the RF interface are the emission of a RF field for energy supply for
the transponder, modulation of the transmitter signal for the transmission of data to
the transponder and the demodulation of data received from the transponder. There are
two different branches for data sent to the transponder and for the data received, called
transmitter branch and receiver branch. Full duplex (FDX) systems can send and receive
at the same time while half duplex (HDX) systems can only do one at a time. Sequential
or pulsed systems provide the RF field in pulses to supply the transponder with energy
and to transmit data to the transponder. Breaks in energy supply are used to transmit
data from the transponder to the reader.

Communication with the application as well as the execution of commands are taken
care of by the control unit. The control unit also manages communications with the
transponder according to the master/slave principle and does the encoding and decoding
of the signal. In more complex systems the control unit also executes an anti-collision
algorithm, deciphers and enciphers transmitted data and manages an authentication pro-
cedure between transponder and reader. To carry out these tasks efficiently, the control
unit has a microprocessor in its core. Crypto-functions and signal coding are usually del-
egated to an additional module to relieve the microprocessor. Access to these modules is
done via a register based microprocessor bus. For communication between the application
and the reader in most cases an RS232 or an RS485 interface is used. High-end readers
also support TCP/IP or USB communications. The interface between the control unit
and the RF interface contains a binary representation of the state of the RF interface.

3.5 Dataflow in RFID Systems

For transponder access an application needs a reader as an interface. All communication is
based on the master/slave principle meaning that all activities are initiated by the applica-
tion software, which cats as the master. The reader acts as a slave. To execute a command
from the application software, the reader establishes a connection with the tag. Then the
reader acts as a master and the transponder as a slave. The usual communication process
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consists of the activation of the transponder, authentication and data transmission. Con-
sequently the main tasks of the reader are the activation of transponders, the establishing
of a link and the transport of data between transponder and reader, authentication and
anti-collision.

Application Interface

Application Layer  [«& p  Application Layer Application

Commands

Data Framing,
Initialization,
Collision Avoidance,
Tag Addressing

. Communication Interface i
Data Link Layer |« - Data Link Layer

. Air Interface . Frequency,
Physical Layer |«& - Physical Layer Coding,
Modulation

Figure 3.3: RFID Communication Model

Figure 3.3 shows the abstracted RFID communication model. The RFID communica-
tion protocol is separated into different layers. The upper layer consists of the commands
issued by applications. These commands along with the data are put in frames or units in
the intermediate layer. This layer also takes care of anti-collision, authentication, address-
ing and other communication mechanisms. The lower layer represents the technological
view where coding and modulation take place.

3.6 RFID Standards

Standards are documented agreements containing technical specifications or other pre-
cise criteria to be used consistently as rules, guidelines, or definitions of characteristics, to
ensure that materials, products, processes and services are fit for purpose [Org96]. The ex-
ploitation of technology in the form of products and services, offering scope for widespread
national and international use, requires the support of standards. They facilitate compat-
ibility and interoperability among devices and applications.

The relevance of RFID to virtually every sector of industry, commerce and services
where items and data are handled, makes appropriate standards necessary. In table 3.3
common applications of current RFID standards are listed.

The ISO 14443 standard describes functionality and parameters for proximity coupling
cards. ISO 15693 deals with vicinity cards supporting ranges of up to 1m and ISO 18000
as well as the EPCglobal standard target item management applications.
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Figure 3.4: Overview of RFID Standards [KP04]

3.6.1 ISO/IEC 14443 Proximity Cards

The ISO standard 14443 describes function and parameters of proximity coupling cards
(7-15cm) as used in ticketing or e-wallet applications. Most of these cards contain a
microprocessor, which is the reason why they often come as dual interface cards.

Part 1 of the standard describes the physical characteristics of the cards. The mea-
surements are the same as in ISO 7810 (cash cards): 85,72mm and 54,03mm. Furthermore
part 1 contains regulations for the testing of bending load, torsional load and the exposure
to UV- and electromagnetic waves.

In part 2 of the specification the radio frequency interface is defined. Power supply
of the proximity integrated circuit card (PICC) is done via an alternating magnetic field
emitted by the proximity coupling device (PCD) with a frequency of 13.56 MHz. In the
communication interface two different types exist: type A and type B. Cards must support
at least one of the two standards. A ISO 14443 conforming reader however has to support
both types. This requires periodic switching between the two modes during idle state.

Part 3 covers the initialization and anti-collision mechanisms. If a PICC enters the
field of a reader and a connection should be established, two things have to be considered.
First there might be more than 1 card in the field and secondly there might already be an
established connection with another card.

Part 4 of the 14443 specification covers the transmission protocol. The protocol is very
similar to the ISO 7816-3 standard, which facilitates the construction of dual interface

cards. It describes the transmission of application data units (APDU) which can contain
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Application Standards

Supply chain and parcel tracking ISO 15693
ISO 18000

Libraries and inventory management ISO 14443
ISO 15693
ISO 18000

Smart passports and visas ISO 14443
1SO 18000

Airport baggage tags ISO 15693 (UHF)
ISO 18000

Smart cards and envelopes ISO 14443
1SO 15693
ISO 18000

Table 3.3: Applications of RFID Standards

any data such as commands and responses. Data transmission can be described by the
OSI layer model. Every layer carries out its tasks autonomously and is transparent to
the upper layer. Layer 1 (physical layer) describes the transmission layer and the byte
coding of data. The transport layer (layer 2) controls the transmission of data with correct
addressing of data blocks (CID), sequential transmission of longer blocks, time behavior
as well as the handling of transmission errors. Layer 7 contains the application data as
a command to the chip card or the response. Layer 7 is independent from the current
operating mode, which can be contact or contactless. Layers 3 to 6 are only used in
complex networks and are omitted in this standard.

After a chip card has been activated it waits for the first command from